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DETAILED ACTION 
Title 

1 . The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. The new title should 
preferably depict the concept of "configuration determination." Further the term 
"passive" should be used, to depict the gist of the invention. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claim 1 is rejected under 35 U.S.C. 102(b) as being anticipated by Hershey et al. 
(US Patent. No. 5,793,753). 



4. Regarding claim 1 , Hershey et al. disclose: "A system for monitoring and 
managing the operations of a multi-technology telecommunications network" 
(Fig. 2) (monitoring, data packets, plurality of nodes. )This 
monitoring system physically connects to the network (physical connection). 
(See Fig. 2, 22a and 22b). Hershy et al. teach: "It is preferable that such probes 
be nonintrusive or passive " (Col. 1, line 52) (plurali ty of measurement 
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probes...passi vely), "and for collecting ...said data transfer activity" 
(collecting the data), "Associated with probes ... are interpreter workstations 
(computational uni ts)... communicate with one or more probes (receiving 
... from a respective one of the plurality of probes). ..configuration 
parameter... The workstation interpreter processes (produci ng) ...in an easily 
viewable format (characterization)" (Col. 3, lines 43-53), "to monitor several 
network functions including network configurations" (Col. 6, lines 36-37) 
(generating a system configuration... from the data stream 
characteri zation). 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

6. Claims 2, 5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hershey et al. in view of Galloway (US Patent No. 5,430,709). 

7. Regarding claim 2, Hershey et al. do not disclose hash values. However, in a 
related invention, Galloway discloses: "storing the said call records of said active 
group (set) in a hash table (array of hash values) with the call record 
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relevant to a particular said protocol data unit (selected data packets) being 
accessed in said hash table by use of a hash key formed from the said 
connection identifier (invariant portion) associated with that protocol data 
unit (selected data packets taken from the set)" (Col. 14, lines 25-30). It 
would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to include hash tables constructed based on invariant 
portion(s) of received data packets in order to develop data stream 
characterization. 

8. Regarding claim 5, the rejection cited for claim 2 applies since no specifics about 
"groups of data" and "subsets" are provided in the claim. 

9. Claims 3, 6, 7, 9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hershey et al. in view of Galloway and further in view of Egbert (US Patent No. 
6,356,551). 



10. Regarding claim 3, Hershey and Galloway do not disclose a number of times 
each possible hash value occurs . However, Egbert discloses: "monitoring of the 
number of table entries for a given bin" (Col. 12, lines 29-30). It would have been 
obvious at the time the invention was made to a person having ordinary skill in 
the art to include a number of times each possible hash value occurs as a 
criterion for data stream characterization. 
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1 1 . Regarding claims 6, 7, 9, Hershey and Galloway do not disclose an XOR hash 
algorithm. However, Egbert discloses: "The hash polynomial generator 100 
includes a series of exclusive OR gates (XOR) 204, and a shift register 206." 
(Col. 13, lines 3-5) (XOR hash algorithm). It would have been obvious at the 
time the invention was made to a person having ordinary skill in the art to choose 
an XOR hash algorithm for characterization. 

12. Claims 10, 11 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hershey et al. in view of Ahearn et al. (US Patent No. 5,926,463). 

13. Regarding claims 10, 11, Hershey etal. do not disclose configuration generation 
via successively comparing data stream characterizations. However, in a related 
invention, Ahearn et al disclose: "After a configuration poll is completed, the 
Router Watch means will compare the received data to the previous data 
(successively comparing) (current baseline plus deltas from all configuration 
polls since the baseline) and detect any differences" (Col. 8, lines 25-28) (f i nd 
matching - claim 10, identify matching - claim 11). It would have 
been obvious at the time the invention was made to a person having ordinary 
skill in the art to use a comparison technique to find configuration differences and 
in the case of no change, take the matching pairs, to characterize the system. 
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14. Claims 12, 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hershey et al. in view of Galloway and further in view of Ahearn et al. (US Patent 
No. 5,926,463). 

15. Regarding claim 12, Hershey et al. and Galloway do not disclose how to 
determine a data stream characterization. However, Ahearn et al. disclose: 
"information about the interfaces is stored in the statuswatch database." (Col. 16 
lines 40-41) (Recording peripheral information). It would have been 
obvious at the time the invention was made to a person having ordinary skill in 
the art to record peripheral information presented in data streams to characterize 
the system configuration. 

16. Regarding claim 13, Hershey et al. and Ahearn do not disclose packet Sets, 
array of hash values, selected data packet (this implies a selection process as 
well), invariant portions, and selected packets from a set. However, Galloway 
discloses: "storing the said call records of said active group (set) in a hash table 
(array of hash values) with the call record relevant to a particular said 
protocol data unit (selected data packets) being accessed in said hash table 
by use of a hash key formed from the said connection identifier (invariant 
portion) associated with that protocol data unit (selected data packets 
taken from the set)" (Col. 14, lines 25-30). It would have been obvious at the 
time the invention was made to a person having ordinary skill in the art to include 
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hash tables constructed based on invariant portion(s) of received data packets in 
order to develop data stream characterization. 

17. Claims 14, 16, 17, 18, 20 are rejected under 35 ILS.C. 103(a) as being 
unpatentable over Hershey et al. in view of Galloway, Ahearn et ah, and further in 
view of Egbert. 

18. Regarding claim 14, see the rejections cited for claim 13 above. These rejections 
do not cover counting occurrences of hash values and their storing in an array. 
However, Egbert discloses: "monitoring of the number of table entries for a given 
bin" (Col. 12, lines 29-30) (counting) and "The host 40 also includes a 
nonvolatile memory 122 that stores a plurality of hash configuration values" (col. 
12, lines 36-37)(stori ng). It would have been obvious at the time the invention 
was made to a person having ordinary skill in the art to include counting and 
storing of the occurrences of hash values as a criterion for data stream 
characterization. 

19. Regarding claim 16, see rejections cited in claim 14 above. These rejections 
cover the limitations stated in claim 16, since no description for terms: "subset" 
and "groups of data" are provided in the claim. 



# 
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20. Regarding claims 17, 18, 20, Hershey et al, Galloway, and Ahearn et al. do not 
disclose an XOR hash algorithm. However, Egbert discloses: "The hash 
polynomial generator 1 00 includes . . . , a series of exclusive OR gates (XOR) 204, 
and a shift register 206." (Col. 13, lines 3-5) (XOR hash algorithm). It would 
have been obvious at the time the invention was made to a person having 
ordinary skill in the art to choose an XOR hash algorithm for characterization. 

Allowable Subject Matter 

21. Claims 4, 8,15, 19, are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 



22. Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Mehdi Emdadi whose telephone number is (703) 305-8709. The 
examiner can normally be reached between the hours of 8am and 5pm. If attempts to reach 
the examiner by telephone are unsuccessful, the examiner's supervisor, Chau Nguyen, can 
be reached at (703) 308-5340. The fax phone numbers for the organization where this 
application or proceeding is assigned is (703) 872-9314 for regular communications. Any 
inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (703) 305-3900. 



Conclusion 




Date: 1/22/2004 
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